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AHHOTAIUA

B cratbe npennaraeTcs oAuH M3 BO3MOXHBIX MOJIXOJ0B K MOJICIUPOBAHHUIO Tpoliecca OUCKa U
OOHApYKCHUS PaJU03aKIAAHBIX YCTPONCTB, Nepelarolux WHGOPMAIMIO OJHOKPATHO WIIH
MOPIUSAMH, C LEIbI0 BBIPAOOTKU PEKOMEHIAIUN 1O CHIDKCHUIO BPEMEHH U COOTBETCTBEHHO
TIOBBIIIICHUIO BEPOSITHOCTH OOHAPYKEHUS TAKUX YCTPOUCTB.
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Abstract

The paper suggests a possible approach to the modeling of the process of search and detection of
radio bugging devices transmitting information once-off or in portions, to make recommendations
to reduce the time and thus to increase the probability of detection of such devices.
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Beeoenue
B HACTOsIIEE BpEMSI BOIIPOCHI
COBEPILIEHCTBOBAHUS METO/IOB MOMCKa

HECAaHKI[MOHUPOBAaHHBIX  paJHONepefaomuX U
pamuo3akiIagHBIX yCTPOMCTB (3aKJIAOK) SIBISIOTCA
aKTyalbHBIMA BBUAY HEYKIOHHOTO BO3pacTaHUs
poiu MH(POPMALTIOHHOM 0e30macHOCTH B
roCyJapCTBEHHOW U OOBIYHOM chepax IesTeNbHOCTH,
a TaKKe BO3MOXKHOCTEH TEXHHUYECKHUX CpEACTB
pa3zBenku. CoBpeMEHHBIE 3aKJIaJKH KOHCTPYKTHUBHO
OTIMYAIOTCA IPYT OT APYyra, HO MOTYT MCIIONb30BATh
cleflyromuye oOImme MeTOAbl COKPBITHS —KaHala
nepegavyy JaHHBIX:

—METOJl HaKOIUIEHUSI MaHHBIX C TOCIETyroImen
X Tepefadell B TeUeHHE 3aJaHHOTO IMPOMEXYTKa
BpPEMEHH (/10 HECKOIBKUX MUIITUCEKYH]);

—METOoJ HaKOIUICHUS nHpOpPMaLUH c
MOCIEAYIONIEM MHOTOKpPAaTHOW mepenadyeld depes
ONpeZCICHHbIE HHTEPBAJbl BPEMEHH WIH II0CIE
MOJTyYEHUs BHEIITHEN KOMaH/IbI;

—Ieperadya € BO3MOXKHOM  mepecTpoikoin
YacTOTHI KaHANa;

—HCIIOJIb30BaHHE LIMPOKOTIONOCHBIX
[IYMONOZOOHBIX CHTHAJIOB, KOT/Ia SHEPTUsl CHUrHajia
COCpeIoTOYeHa B IIMPOKOI TOJOCE YacTOT W He
HMMEET BBIPAXKEHHOI'O MIPEBBILLICHUS HAJ| LIIyMaMu;

—BBIOOp /IMANa30Ha YacTOT M3Iy4YCHHUs] CHTHAla
pPAAOM C CHJIBHBIM HCTOYHMKOM  JIETUTUMHBIX
CUTHAJIOB, KOTOpbIE TEeperpykaroT INpHEeM MOuCKa
CKaHUPYIOUIETO YCTPOMCTBa NpPH HEAOCTATOUHOM
JMana3oHe CKaHUPOBAHUS;

—MAacKHpOBKa IO/ CTaHIAPTHbIE KaHAJbl CBS3U
[1].

BrlmenepeuncienHple METOABI HE OXBaTBIBAIOT
BCE BO3MOJKHBIE MPUHLUIIBI MacKHPOBKH,
WCIIONIb3yeMble 3aKiafkaMy. J[aHHbIE METOJBI MOTYT
TaK e U KOMOMHHPOBATHCS IPYT C JPYTOM.

Kakne OBl CIOXHBIE aITOPUTMBI COKPBITUS
KaHajla Tepedadyd JaHHbIX HE  HCIIOJIb30BaIH
3aKJIQJIKH, OHU BCE PaBHO MOTYT OOHApYXHThH ceOs
OINpEeAEICHHON MEPUOJUYHOCTBIO Nepeadl JaHHbBIX
WM HUCIHOJB30BaHUEM OIPAHMYEHHOIO JHaIa3oHa
yactor. JlaHHble TIPU3HAKH  OOHAPYKHUBAIOTCS
OIepaTopoM IPH BPEMEHHOM aHAJIN3€ YacTOTHOIO
CIEKTpa. Nwmenno 4aCTOTHO-BpPEMEHHON
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HNEPUOJUYHOCTBIO  3aKJaJKM  OTIMYAOTCA  OT
CIy4yallHOro Inyma, KOTOpPBhIi MOXKHO MPUHATH 3a
3aKnaaKy [2].

[Ipu momcke MCTOYHUKOB M3IYYECHUS TaKOTO
TUIIA HE CTOMT II0JaraTbcd Ha WX MIHOBEHHOE
oOHapyxeHrne. UToObI HaWTH 3aKJIafKy HEOOXOIHM
PaAMOMOHMTOPMHI B TEYEHHE  JAJHUTEIBHOrO
BPEMEHHM: [0 CYTOK WM 0Oojee C IMOCIeAYIOIUM
aHaM30M  BCEX  HANNEHHBIX  CUTHAJOB B
npejcTaBieHuu crekTporpammsel [3]. Hcxoas wu3
3TOT0 U NPEABSIBIAIOTCS TPEOOBAHUS K aJrOpPUTMaM,
KOTOpble  JO/DKHBI ~ OBITh  pEaln30BaHbl B
OpOrpaMMHOM OOECTIeYeHHH KOMILIeKca. Bompock
UCCIICIOBAHUSl TYTEH IOBBIIICHUS BEPOSITHOCTH
O0OHapyXEeHHUS CIIOXKHBIX CUTHAJIOB U UX UCTOYHUKOB
MOTYT OBITh TIONIE3HBIMH HE TOJNBKO B cdepe
MHQOPMAIMOHHOH 0€30MacHOCTH, HO M B JPYTHX
CMEXHBIX IPHIIOKEHUAX U cpepax AesITenpHOCTH [4].

OmHUMH W3 OCHOBHBIX  XapaKTEPHCTHUK
CKaHHPYIOLIETO MpPUEMHHKA SIBIAIOTCS JAWAa3oH
YaCTOT CKAHUPOBAHMS U CKOPOCTh CKAHUPOBAHHSI.

Hanboiee

qacTo
aBTOMAaTH4YCCKOI'o
CKaHMpOBaHWA IMPUEMHHKA B 3aJJaHHOM JHAIIa30HE

s mowucka
HCTIONB3YETCS

3aKIaJI0K
pEeKUM

gactor. Ilpy 3TOM peKUME YCTaHABIMBAIOTCS
HavalbHasT W KOHEYHas YacTOThl CKaHHUPOBAHUS
HCXOAS W3  BO3MOXHOCTEH  CKaHHUPYIOIIETO
MpPUEMHMKA, IIar MEPEeCTPOUKH MO YaCTOTE, BHUI
MOIYJSIIMA M TOPOT  YYBCTBUTEIBHOCTH  JIJISI
OOHapyXEeHHUS 3aKITaJIOK C HU3KAM YPOBHEM CHTHAJa

[5].

B  nmamHol  paGore  OBUIO  TPOBEICHO
MOJICIMPOBAHKUE TMPOLEAYPhl TOMCKA 3aKIaIKUH C
BO3MOXKHOCTBIO HM3MEHEHUS napaMeTpoB

CKaHMPOBaHUS W 3akiaakdu. B Tabnmie 1 mokazaHsl
apaMeTpsl SKCIIEPUMEHTOB.

Lenp  MomenupoBaHMs — 3aKioyanach B
HCCIIEIOBAHNH 3aBUCUMOCTH BPEMEHU CKAaHHUPOBAaHUS
MpHEeMHUKA (KOJWYecTBa TMEPHOAOB IMOWCKA) OT
CKOPOCTH  CKaHMpPOBaHUs B  (PUKCHUPOBAHHOM
JMamna3oHe YacTOT [0 MOMEHTa OOHapy)KeHHs
3aKJIQJIKH C 3aJaHHBIMH BpPEMEHEM U MEePHOIOM
M3TydeHus Ha (PMKCUPOBAHHOW HECYIIEH 4acToTe.

Tabruya 1
IMapameTpbl MOIEJIMPOBAHUS
Table 1
The modeling parameters
Jwnanazon Ilar CxkopocTb Tlepuon
. Bpewms pabotsr [onoca vactor
Ne | ckaHupoBaHUs, | NEPECTPOWKH | CKAHUPOBAHUS, paboTsI
3aKJIaJKH, C 3aKmaakua, MI'o
MI'g qacToTel, MI'I1 KaHaJIoB/C 3aKJIAJIKH, C
1 0 - 1000 1 ot 10 7o 100 1 5 99.5 -100.5
2 0 - 1000 1 ot 10 7o 100 0.5 5 99.5 -100.5
3 0-500 1 ot 10 7o 100 1 5 99.5 -100.5
4 0-200 1 ot 10 7o 100 1 5 99.5 -100.5
Pesynbratel MOAENUMPOBAHMS OTpPAXKEHBl HaA Oxcnepumentsl 1, 3, 4 omIMyalTCs 1O

pucyHkax 1-4. B xaxmom SKCIEpUMEHTE CKOPOCTb
ckaHupoBaHus u3MeHsutack ot 10 mo 100 xaHamos/c.

TakumMy  mapaMeTpaMM ~ CKOPOCTH  00JaiaroT
OOJBIIMHCTBO COBPEMEHHBIX CKaHUPYIOIINX
YCTPOMCTB.

CKaHHPYEMOMY  JIHAla30Hy  YacTOT,  KaxXIbId
MOCIEAYIONUI  OKCIIEPUMEHT  yYMEHBIIAeT  ero
OTHOCHUTENFHO  TIOJIOCHI ~ YacTOT  3aKJIagHOTO
yCTpOMCTRBA.

OKcnepuMeHTHl 1, 2 OTIHYaroTCcsl MO0 BPEMEHHU
paboThl 3aKiagku, TAe BpeMs paldoThl BO BTOPOM
ClIy4Jae YMEHBIIICHO B 2 pasa.
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Puc. 1. Fpa(bm(n 3aBUCHUMOCTH KOJIMYECTBA IICPUOAOB IMMOMCKA OT CKOPOCTHU CKaHUPOBaHHUA

(axcriepumenT Nel)

Fig. 1. The charts showing how the number of search periods depends on the scanning speed

(experiment Nel)
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Fig. 2. The charts showing how the number of search periods depends on the scanning speed

(experiment Ne2)
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Fig. 3. The charts showing how the number of search periods depends on the scanning speed

(experiment Ne3)
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(oxcniepument Ne4)
Fig. 4. The charts showing how the number of search periods depends on the scanning speed (the
experiment Ne4)

B xonme nmpoBeneHHOrO HCCIEAOBAaHUS — TI0
pesynbTaTaM aHaju3a IpauKoOB, MPEICTABICHHBIX
Ha pPHUCYHKax 1-4 MOXXHO BBIICIHTH CIEAYIOIINE
0COOCHHOCTH BBISIBJICHUS 3aKJIaJ0K, paOOTAIOINX B
"UMITyTbCHOM" pexXHuMe:

—C TIOBBILIGHHEM CKOPOCTH CKaHUPOBAHUS
YaCTOTHOTO  JHana3oHa KOJMYECTBO  IIEPHOMOB
nmoucka (T.e.  BpeMsl CKaHHPOBAaHUS 3aJJaHHOTO
JIUana3oHa 4YacToT JI0 MOMEHTa OOHapyKeHHUs
3aKJIQIKM) HE BCEr/la CHIDKAETCs, YTO OOBSICHSIETCS
PasInIHBIM COOTHOLLIEHUEM 15507 (0)i (0):]
CKaHUPOBaHUS M PAOOTHI 3aKJIaJKH, BIUSIONIAM Ha
0OIIYIO JUIUTENBHOCTH €€ TIOMCKA;

—CKOpPOCTh CKaHMPOBAaHMs 3aBHCUT Kak OT
[IMPHHBI aHAIM3UPYEMOTO Mara3oHa 4acToT, TaK U
OT IIara NEepecTPONKH YacTOTHl BHYTPU JAHHOTO
JMana3oHa;

—Ha pucyHke 4 mpu ckopoctu 40 KaHAIOB/C
HaOJIIOAeTCs CHHXPOHHU3AlMsA IEepHoAa IOHCKa
NPUEMHHKA W TepHoAa padOThl 3aKJIagKH, KOTOPbIE
COCTaBJISIIOT 1O 5 C, UCXOZ M3 Yero CKaHUpyrollee
YCTPOMCTBO HE MOXKeET "momacTs" B MepHoA paboThI
3aKJIaJIKH, a ,CJeI0BAaTeJIbHO, M HE OOHApYXUT
JTAaHHO€ YCTPOMCTBO.

Ilo pe3ynbraTaM  HCCIEIOBaHUA  MOXHO
MIPEJICTABUTh CIEAYIOUINE BBIBOABI U PEKOMEHAINH
o HACTpOIKe MPOrpaMMHO-aNIapaTHOTO
o0opymoBaHUSI  TOWCKA  HECAHKIIMOHHPOBAHHBIX
MEePeJaroIINX YCTPOICTB:

1. Ilpy moucke 3aKiagoK, pabOTAIOIIUX B
"AMITyTbCHOM'  peXXMME TIOBBIIIEHHE CKOPOCTH
CKaHMpPOBaHUS HE 00s3aTeNbHO MNPUBOAUT K
CHIDKEHHMIO BPEMEHU MX OOHApY)KEHHs, TaK KaK JJIs
TaKOM CHTyallud BaXKHBIM SIBIAETCS HE CKOPOCTH, a
qucio "CKaHMpOBaHUI" BRIOpAHHOTO IWaria3oHa I0
COBMAJICHUS CKAaHUPYEMOM YacTOTHI M  TOJOCHI

qaCcToT 3aKjJaJkKu, €CJIU B Z[aHHLIfI MOMECHT OHa
H3ITy4aeT.

2. 3aknagka, HW3Iy4dallias B "HUMIYJIbCHOM"
peKrMe, MOXKET OBITh COBCEM HE OOHapyXkKeHa, eCIH
nepuoJ| ee cpabdaThlBaHUSI M MEPUOJT CKAHHUPOBAHUS
(BpeMsa OJHOTO NHWKIA CKaHWPOBAaHUS BBHIOPAHHOTO
ILI/IaHaE}OHa) OKa3bIBAIOTCA KPpAaTHBIMU BECJIMYHMHAMMU.

3. ILHS[ MOBBIICHUA BCPOATHOCTU BBIABJICHUA

"mynbcupyromux" 3aKJIaJ0K 1enecooopasHo
MIPOTPaMMHO OpraHU30BaTh BO3MOXHOCTb
ABTOMAaTHYECKOW  TPOIENyphl  HE3HAYUTEIHHOTO

W3MCHEHHS 3aJaHHOTO JMara3oHa CKAaHWPOBAHUS B
OOJBIIYI0 W MEHBIIYKD CTOPOHBI [UISI KaXXIOTO
MOCJICTYIONIETO "MPOXOXKIECHUS" Nrara3oHa, 4ToO0bI
YCTPaHUTh KPATHOCTh MEPHOIO0B PAOOThI 3aKJIAKH U
MPUEMHUKA W TEM CaMbIM TIOBBICHTH BEPOSITHOCTH
00HapyKEHUS TAKUX YCTPOUCTB.

Takum o00Opa3oM, MOJAEIMPOBAHKHE Mpolecca
BBISIBJICHHS 3aKJIaJIOK, TepefaroInnX WHPOPMAIIHIO
MEPUOANYECKA W  KPAaTKOBPEMEHHO, TIO3BOJISIET
000CHOBAaHHO  CKOPPEKTUPOBaTh W  HACTPOMTH
porpaMmmy YIpPaBICHHS CKaHUPYIOLTUM
MIPUEMHUKOM HITH Y4eCcTh H3JI0KEHHbBIE
PEeKOMEHIAINK TIPU TOMCKE 3aKIaloK B "pydHom"
pexuMe CKaHHUPOBaHUS TSI ITOBBITIIEHUS
BEPOSATHOCTH OOHAPYKEHUS TAKUX YCTPOUCTB.
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