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Abstract 

In the modern world, the use of artificial intelligence (AI) is increasingly facing the risk of 
adversarial attacks on audio and images. This article explores this issue and presents the SGEC 
method as a means to minimize these risks. Various types of attacks on audio and images are 
discussed, including label manipulation, white-box and black-box attacks, leakage through trained 
models, and hardware-level attacks. The main focus is on the SGEC method, which offers data 
encryption and ensures their integrity in AI models. The article also examines other approaches to 
protect audio and images, such as dual verification and ensemble methods, access restriction and 
data anonymization, as well as the use of provably robust AI models. 
Keywords: adversarial attacks; voiceprint protection; biometric data protection; steganography; 
data encryption; risks of adversarial attacks 
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Fig. 1. Types of attacks on AI systems and their defense 

 

�ECB?P;B64A<9 @9FB84 SGEC, >BFBDO= CD98?4749F L<HDB64A<9 84AAOI [10], CB;6B?S9F 
E<EF9@9 �� B59EC9K<FP 59;BC4EABEFP < A489:ABEFP CD< B5D45BF>9 4G8<B < <;B5D4:9A<=. -FBF 
@9FB8 CB@B749F CD98BF6D4F<FP A9E4A>J<BA<DB64AAO= 8BEFGC > 84AAO@, 4 F4>:9 ;4M<M49F <I BF 
6A9LA<I 6@9L4F9?PEF6 < EBEFS;4F9?PAOI 4F4>. 

�?47B84DS D94?<;4J<< QF<I @9D ;4M<FO E<EF9@4 �� @B:9F EBID4ASFP E6BR 
HGA>J<BA4?PABEFP < A489:ABEFP. "A4 @B:9F CDB8B?:4FP FBKAB B5D454FO64FP < 4A4?<;<DB64FP 
4G8<B < <;B5D4:9A<S, BEAB6O64SEP A4 A489:AOI 84AAOI < CB?GK4S 8BEFB69DAO9 D9;G?PF4FO. -FB 
CB;6B?S9F E<EF9@9 �� GEC9LAB 6OCB?ASFP E6B< ;484K< < 5OFP CB?9;AB= 6 D4;?<KAOI EH9D4I 
CD<@9A9A<S, 6>?RK4S @98<J<AG, 46FBAB@AO9 E<EF9@O < @G?PF<@98<=AO9 CD<?B:9A<S. 

&4><@ B5D4;B@, CD<@9A9A<9 84AAOI D<E>B6 < @9FB84 SGEC ECBEB5EF6G9F ABD@4?PAB@G 
HGA>J<BA<DB64A<R E<EF9@O ��, B59EC9K<64S 99 ;4M<FG BF 6B;@B:AOI 4F4>, EBID4A9A<9 
59;BC4EABEF< 84AAOI < 8BEFB69DABEFP D9;G?PF4FB6. -FB 64:AO9 4EC9>FO 8?S 84?PA9=L97B 
D4;6<F<S < GEC9LAB7B CD<@9A9A<S @B89?9= �� A4 BEAB69 4G8<B < <;B5D4:9A<=. 

�ECB?P;B64A<9 @9FB84 SGEC. �4M<F4 BF EBEFS;4F9?PAOI 4F4> A4 4G8<B < <;B5D4:9A<S 
S6?S9FES >D<F<K9E>< 64:AO@ 4EC9>FB@ 6 B5?4EF< <E>GEEF69AAB7B <AF9??9>F4 (��). 
%BEFS;4F9?PAO9 4F4>< 3 QFB CBCOF>< <E>4:9A<S, <;@9A9A<S <?< CB8@9AO 84AAOI 6 J9?SI B5@4A4 
E<EF9@O �� < CB?GK9A<S A9:9?4F9?PAOI D9;G?PF4FB6. -F< 4F4>< @B7GF <@9FP E9DP9;AO9 
CBE?98EF6<S, 6>?RK4S A969DAO9 8<47AB;O 6 @98<J<AE>B= B5?4EF<, BL<5BKAO9 D9L9A<S 6 
46FBAB@AOI E<EF9@4I <?< H4?PE<H<>4J<R @G?PF<@98<=AB7B >BAF9AF4. 

�E?< 4>J9AF<DB64FP 6A<@4A<9 A4 4G8<B < <;B5D4:9A<SI, FB EBEFS;4F9?PAO9 4F4>< @B7GF 
CD<@9ASFPES 8?S <;@9A9A<S ;6G>B6OI E<7A4?B6, F4><I >4> D9KP [11], <?< K4EF<KAB9 (CB?AB9) 
<E>4:9A<9 <;B5D4:9A<S. !4CD<@9D, ;?BG@OL?9AA<>< EB;84RF 4G8<B-E<7A4?O, >BFBDO9 CBIB:< A4 
59?O= LG@, CB;6B?SRM<= B5@4AGFP E<EF9@G D4ECB;A464A<S D9K< < 89EF45<?<;<DB64FP D45BFG 
E<EF9@O. &4>:9 4F4>< A4 <;B5D4:9A<S @B7GF 6>?RK4FP 8B546?9A<9 <?< G84?9A<9 BCD989?9AAOI 
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Q?9@9AFB6 6AGFD< BCD989?9AAB7B >48D4. #B8B5AO9 @4A<CG?SJ<< A48 @98<4->BAF9AFB@ @B:9F 
CD<69EF< > BL<5BKAO@ D9;G?PF4F4@ 4A4?<;4 <?< D4ECB;A464A<S B5N9>FB6. 

� <FB79, CB8B5AO9 89=EF6<S ;?BG@OL?9AA<>B6, >BFBDO9 <ECB?P;GRF EBEFS;4F9?PAO9 4F4>< 
A4 E<EF9@O �� A9 6O;O649F 8B69D<S < A48ё:ABEFP G CB?P;B64F9?9= 4 E<EF9@4 @B:9F 8464FP 
A9>BDD9>FAO9 (A969DAO9) D9;G?PF4FO. #BQFB@G A9B5IB8<@B CD<A<@4FP @9DO 8?S ;4M<FO @B89?9= 
�� BF F4><I 4F4>. 
 

 

Р8E. 2. �B;@B:A4S 4F4>4 A4 ��, CGFё@ ;4LG@?9A<S 84AAOI 

Fig. 2. Potential attack on AI through data perturbation 

 

 9FB8 SGEC CD98EF46?S9F EB5B= B8<A <; CB8IB8B6, CD98?474RM<I D9L9A<9 8?S ;4M<FO 
84AAOI 4G8<B < <;B5D4:9A<= 6 E<EF9@4I ��. -FBF @9FB8 BEAB6O649FES A4 L<HDB64A<< 84AAOI 
CGF9@ 79A9D4J<< >D<CFB7D4H<K9E><I >?RK9= < <ECB?P;B64A<S <I 8?S ;4M<FO < 4GF9AF<H<>4J<< 
84AAOI. SGEC CB;6B?S9F CD98BF6D4F<FP A9E4A>J<BA<DB64AAO= 8BEFGC > 84AAO@ < B59EC9K<FP <I 
>BAH<89AJ<4?PABEFP < J9?BEFABEFP. 

#D<@9A9A<9 @9FB84 SGEC CB;6B?S9F E<EF9@9 �� ABD@4?PAB HGA>J<BA<DB64FP, F4> >4> QFB 

B59EC9K<649F 99 ;4M<FG BF 6B;@B:AOI EBEFS;4F9?PAOI 4F4> < 74D4AF<DG9F CD46<?PABEFP < 
8BEFB69DABEFP D9;G?PF4FB6. �4M<M9AAO9 84AAO9 CB;6B?SRF E<EF9@9 �� CD<A<@4FP B5BEAB64AAO9 
D9L9A<S A4 BEAB69 A489:AOI < J9?BEFAOI 4G8<B < <;B5D4:9A<=. 

"8A4>B E?98G9F BF@9F<FP, KFB ;4M<F4 BF EBEFS;4F9?PAOI 4F4> 3 QFB A9CD9DO6AO= CDBJ9EE, 
CBE>B?P>G ;?BG@OL?9AA<>< CBEFBSAAB D4;D454FO64RF AB6O9 @9FB8O < 4?7BD<F@O 8?S B5@4A4 
E<EF9@ ��. #BQFB@G A9B5IB8<@B CBEFBSAAB EB69DL9AEF6B64FP @9FB8O ;4M<FO < CDB6B8<FP 
D97G?SDAO9 4G8<FO E<EF9@O 8?S 6OS6?9A<S CBF9AJ<4?PAOI GS;6<@BEF9= < G?GKL9A<S @9I4A<;@B6 
;4M<FO. 
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Р8E. 3. #D<@9D ;4M<FO 7B?BEB6OI 84AAOI 

Fig. 3. Example of voice data protection 

 

� J9?B@, ;4M<F4 BF EBEFS;4F9?PAOI 4F4> A4 4G8<B < <;B5D4:9A<S 6 @B89?SI �� S6?S9FES 
64:AB= ;484K9= 8?S B59EC9K9A<S A489:ABEF< < 59;BC4EABEF< E<EF9@ ��. #D<@9A9A<9 @9FB84 
SGEC < 8DG7<I CB8B5AOI CB8IB8B6 ECBEB5EF6G9F ABD@4?PAB@G HGA>J<BA<DB64A<R E<EF9@O, 
B59EC9K<64S 99 ;4M<FG BF 4F4>, EBID4A9A<9 >BAH<89AJ<4?PABEF< < CD46<?PABEFP B5D45BF>< 4G8<B 
< <;B5D4:9A<=. 
 

����.+�!�� 

� ;4>?RK9A<< @B:AB CB8K9D>AGFP 64:ABEFP ;4M<FO BF EBEFS;4F9?PAOI 4F4> A4 4G8<B < 
<;B5D4:9A<S 6 @B89?SI <E>GEEF69AAB7B <AF9??9>F4. -F< 4F4>< @B7GF E9DP9;AB CB8BD64FP 
A489:ABEFP < 59;BC4EABEFP E<EF9@ ��, BEB59AAB F9I, >BFBDO9 D45BF4RF E >BAH<89AJ<4?PAO@< 
84AAO@< CB?P;B64F9?9=. 

#D<@9A9A<9 @9FB84 SGEC, CD98?B:9AAB7B 6 84AAB= EF4FP9, CD98EF46?S9F QHH9>F<6AO= 
CB8IB8 > ;4M<F9 BF F4><I 4F4>. ,<HDB64A<9 84AAOI < B59EC9K9A<9 <I J9?BEFABEF< CB@B74RF 
CD98BF6D4F<FP <;@9A9A<9 <E>4:9A<S 84AAOI, 4 F4>:9 CD98BF6D4M4RF A9E4A>J<BA<DB64AAO= 
8BEFGC > <AHBD@4J<<. 

"8A4>B E?98G9F BF@9F<FP, KFB D4;D45BF>4 @9FB8B6 ;4M<FO <AHBD@4J<BAAB= 59;BC4EABEF< 
S6?S9FES A9CD9DO6AO@ CDBJ9EEB@. % CBS6?9A<9@ AB6OI 4F4> < @9FB8B6 B5IB84 A9B5IB8<@B 
CDB8B?:4FP <EE?98B64A<S < D4;6<64FP AB6O9 CB8IB8O 8?S B59EC9K9A<S 59;BC4EABEF< E<EF9@ ��. 

� J9?B@, CD<@9A9A<9 @9FB84 SGEC < 8DG7<I @9D 59;BC4EABEF< CB@B:9F EA<;<FP D<E>< 
EBEFS;4F9?PAOI 4F4> A4 4G8<B < <;B5D4:9A<S 6 @B89?SI <E>GEEF69AAB7B <AF9??9>F4. -FB 
ECBEB5EF6G9F EB;84A<R 5B?99 A489:AOI < 59;BC4EAOI E<EF9@ ��, >BFBDO9 @B7GF 5OFP GEC9LAB 
CD<@9A9AO 6 D4;?<KAOI B5?4EFSI, EBID4ASS >BAH<89AJ<4?PABEFP < J9?BEFABEFP 84AAOI. 
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